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ABSTRACT

Mobile Ad hoc Networks (MANETS) suffer from performance degradation as node count and mobility increase, since every node
must independently manage routing without fixed infrastructure. Clustering is a well-established remedy: nodes are grouped under
an elected cluster head (CH) that coordinates intra- and inter-cluster communication, which reduces routing-table size and control
overhead. Most existing CH-selection schemes score candidate nodes using a fixed combination of residual energy, node degree,
mobility and distance, but they treat trust as a secondary or static attribute and re-evaluate it too infrequently to catch adaptive
insider attacks such as wormhole or grey-hole routing. This paper extends a reward-optimized Deep Q-Learning (RoDQL) clustering
formulation by folding a continuously-updated, feedback-driven trust score into the state representation and reward function of
the learning agent, alongside energy, mobility, node-degree and distance. A guard-node subsystem audits packet-forwarding
behaviour, updates each node's trust value on every routing cycle, and feeds this into the agent so that a node's suitability as CH is
re-assessed as its behaviour changes, not only at cluster-formation time. The resulting framework, referred to here as Trust-
Augmented RoDQL (TA-RoDQL), is presented together with its Markov Decision Process formulation, state/action/reward design,
and a two-stage algorithm for cluster-head election and trust-triggered re-election. The expected benefits — more balanced cluster
sizes, lower energy depletion at CHs, and faster detection and isolation of malicious nodes — are discussed against the underlying
reward-shaping mechanics, and a simulation protocol is laid out so the approach can be validated empirically against classical Q-
learning, DQN-only and static-weight clustering baselines.

Keywords: Manet, Clustering, Deep Reinforcement Learning, Cluster Head Selection, Trust Management, Network Security, Energy
Efficiency

INTRODUCTION

Mobile Ad hoc Networks are self-organizing, infrastructure-less collections of wireless nodes that must jointly discover routes,
forward packets and adapt to continuous topology change caused by node mobility. As the number of participating nodes grows, the
cost of maintaining routing state at every node grows with it, and network throughput degrades. Clustering addresses this by
partitioning the network into logical groups, each led by a cluster head that absorbs the bulk of the coordination and forwarding
responsibility on behalf of its members. A well-chosen CH extends network lifetime and keeps routing overhead low; a poorly chosen
one is quickly drained of energy, and its failure fragments the cluster and destabilizes routing.
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Trust-Aware Environment-Sensitive Deep Reinforcement Learning for Adaptive Cluster Head Selection in Mobile Ad Hoc Networks

Classical CH-selection rules combine a handful of static criteria — residual energy, node degree, distance to neighbours and node
mobility — into a weighted score, and elect the highest-scoring node. These rules are computationally cheap but brittle: the weights
are fixed in advance and cannot adapt to a network whose traffic pattern, mobility profile or threat level changes over time.
Reinforcement learning reframes CH selection as a sequential decision problem, in which an agent observes the network state and
learns, through trial and reward, which nodes make durable cluster heads under the conditions actually being experienced. Deep Q-
Networks (DQN) make this tractable at scale by approximating the action-value function with a neural network rather than an
explicit Q-table, which removes the scalability ceiling that limits tabular Q-learning in large or high-mobility networks.

A gap remains in how trust is handled. Several DQN-based clustering schemes note that a CH is well placed to observe its
members' forwarding behaviour and can therefore help detect attacks such as wormhole or grey-hole routing, but they typically
treat trust as an outcome of clustering — computed after a CH is already active — rather than as an input the learning agent uses
when it decides who to elect in the first place. This paper folds trust directly into the state and reward design of a reward-optimized
DQN clustering agent (RoDQL), so that a node's trustworthiness, alongside its energy, degree, distance and mobility, shapes both its
likelihood of being elected CH and the ongoing decision to keep or replace it. The resulting Trust-Augmented RoDQL (TA-RoDQL)
framework is presented as an extension of, and builds directly on, the author's earlier RoDQL clustering formulation.

RELATED WORK

Prior clustering research for MANETS falls broadly into three groups. The first group optimizes cluster stability using bio-
inspired or QoS-guided heuristics — for instance, Moth-Flame-based stabilized clustering elects a helper CH to shore up the primary
CH before it deteriorates, and QoS-guided dynamic scheduling places workloads at near-optimal locations to bound latency. These
methods are lightweight but rely on hand-tuned rules that do not adapt once deployed.

The second group applies reinforcement learning to routing and clustering. Early work relied on tabular Q-learning, which
converges slowly once the action space grows with network size. Deep Q-Networks were subsequently used to steer routing in
congested networks and to identify preferable links between node pairs, but these formulations generally assume a powerful central
unit capable of computing actions for every node, which limits their applicability to fully distributed MANETS.

The third group targets security, most often by layering trust or certificate-based mechanisms on top of an already-formed
cluster structure — for example, cluster-based certificate management with ECC-CRT key agreement, hexagonal clustered trust-
based group key agreement, and multipart trust-based public key management. These schemes are effective at hardening an existing
cluster but do not feed trust back into the CH-election decision itself, so a currently-trustworthy but soon-to-be-compromised node
can still be re-elected before its misbehaviour is detected.

The gap this paper addresses sits at the intersection of the second and third groups: a distributed, DQN-based CH-election agent
whose state representation and reward function are continuously informed by a live trust signal, so that election and re-election
decisions reflect both resource suitability and behavioural trustworthiness at the same time.

PRELIMINARIES: DEEP Q-LEARNING FOR CLUSTERING

Reinforcement learning models CH selection as a Markov Decision Process (MDP) defined by the tuple (S, A, R, P), the sets of
states, actions, rewards and state-transition probabilities respectively. An agent observes state s, takes action a, and receives reward
r as the environment moves to state s’; over many episodes the agent learns an action-value function Q(s,a) that estimates the long-
run return of taking action a in state s. Deep Q-Learning replaces the Q-table with a neural network Q(s,a;0), which allows the same
formulation to scale to the large state and action spaces that arise once energy, degree, distance, mobility and trust are all included
as state variables. Training uses an experience-replay buffer that stores transition tuples e = (s, a, 1, s') and samples them in mini-
batches, which decorrelates consecutive updates and stabilizes learning; a separate target network with parameters 67, periodically
synchronized with the online network, further stabilizes the temporal-difference target.

PROPOSED METHODOLOGY: TA-RODQL

The proposed framework retains the core network-state variables of reward-optimized DQN clustering — residual energy, node
relative degree, inter-node distance and node mobility — and adds a fifth, dynamically-maintained variable: node trust. A guard-
node subsystem, distributed across the network, observes each node's packet-forwarding ratio, latency and route-consistency, and
converts these observations into a trust score that is refreshed on every routing cycle rather than only at cluster-formation time.

STATE VARIABLES

1) Distance. The distance between two neighbouring nodes i and j is computed from their angular position (8., 8,1) and radial
coordinates (rz, r1):
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2) Node mobility. Mobility is estimated from the average positional displacement of a node over a sliding time window T:

S_ni = (1/T) Z{t=1. T} ( (X(O-x(t-1))* + (()-y(t-1))* + (2(t)-2(t-1))* )
3) Residual energy. The residual energy of node i is the difference between its total available power and the power already
spent on transmission:

REni=EP-ET
with total energy consumption for node i expressed as:

CE(i)=[T.p-(ds/dr)-Rp-(ds/dr)]+iLy

where T_p and R_p are the transmit and receive power draws, d_s is data size, d_r is data rate, and L is the loss attributable to
overhearing.

4) Node relative degree. The number of neighbours is expressed as a relative-degree measure:
Dp=[dp —\/N/, dp=1if0<D_pq<R else0

5) Trust score (new). Each guard node maintains a per-neighbour trust value that blends packet-forwarding success and
routing consistency over a sliding observation window w:

Tr_ni(t) =a- (P_fwd / P_recv) + (1 - a) - Tr_ni(t - w)

where P_fwd / P_recv is the observed forwarding ratio in the current window, Tr_ni(t — w) is the node's trust value carried over
from the previous window, and a € (0,1) is a smoothing factor that controls how quickly the trust estimate reacts to new behaviour
versus how much weight it gives to established history. A node whose trust value falls below a guard-defined threshold is flagged,
and the network is notified so the node can be excluded from future CH elections and, where warranted, isolated from routing.

MDP FORMULATION

For each node N_i, i = {1, 2, .., n}, the MDP is defined as the tuple of states, actions, a transition model and a set of reward
functions:

N_i = { States(S_i), Actions(A_i), Transition Model(T_i), Reward functions(R_i) }

State. At time t, the state of node N_i is the vector S_ik = ( RE_ni, Tr_ni, d_ni, Td_ni, D_ni ) — residual energy, trust, distance,
transmission distance and delay — which determines whether the node is offered as the next relay hop for a given packet.

Action. The action set is the space of residual-energy-indexed choices available to the agent at a given step:
A_i={RE_nik | RE_nik € {0, 8_k, 28_k, ..., RE_max,k} }

where 6_k is the step size. At every decision point the agent either selects a node from the candidate set as the next hop / CH, or
terminates the path (i.e. declines to route through the candidate).

Transition model. The transition probability from state S_ik to S_i+1,k is:

Ti=SixAlixSi—-[0,1]
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Reward function. The reward signal p_i, which drives the CH-selection policy m_k, is defined as:
p_i=SixAixSi-R, p_ik=mn_k(S_ik)

The reward is shaped to be jointly increasing in residual energy and trust, and decreasing in distance, mobility and delay, so that
the agentis pushed toward electing nodes that are simultaneously energy-rich, well connected, stable, and behaviourally trustworthy
— rather than optimizing any one criterion at the expense of the others. m_k is evaluated through the action-value function
Q_k*m(S_ik, p_ik), and the optimal policy m_k* is the one whose value function dominates all others across every state, with optimal
action-value Q_k*(S_ik, p_ik).

TRUST-TRIGGERED RE-ELECTION

Because trust is refreshed every routing cycle rather than only at initial cluster formation, a currently-serving CH whose trust
score drops below threshold mid-cycle triggers an out-of-cycle re-election rather than waiting for the next scheduled cluster-
formation round. This is the principal behavioural difference from the base RoDQL formulation, where CH suitability is effectively
re-scored only at fixed intervals: TA-RoDQL allows the guard-node subsystem to interrupt that cycle whenever a live trust breach is
detected, which shortens the exposure window during which a compromised or misbehaving node can continue acting as CH.

ALGORITHM

Algorithm 1 summarizes the reward-optimized deep Q-learning procedure used to train the CH-election policy, extended with
the trust-refresh and re-election check.

Algorithm 1: Trust-Augmented Reward-Optimized Deep Q-Learning (TA-RoDQL)
Input: tuple of (A, S, R, P); guard-node trust stream Tr_ni(t)
Output: m(s) — elected cluster head, refreshed on trust breach
1) Setreplay-buffer capacity to N.
2) Initialize action-value function Q with random weight 6.
3) Copy model parameters to build the target network: Q, 6™ =6.
4) forepisode =1: M do
5) Observe initial state s; = (RE, Tr, d, Td, D) for all candidate nodes.
6) forstep=1:Tdo
7) Choose action a_t with probability € (explore), or the current best action with probability
1 - € (exploit).
8) a_t=argmax_a Q*(¢(s_t), a; 0)
9) Execute a_t, transition to s_(t+1), receive reward r_(t+1).
10) Update Tr_ni for all guard-monitored neighbours from the current observation window.
11) if Tr_ni of the active CH falls below threshold then trigger out-of-cycle re-election.
12) Store {@_t, a_t, r_t, ¢_(t+1)} in replay buffer D.
13) Sample a random mini-batch {@_j, a_j, r_j, ¢_(j+1)} from D.
14) Compute target: y =r_(j+1) if @_(j+1) is terminal, else r_(j+1) + y-max_a Q(¢_(j+1), a; 6).
15) Update 8 by stochastic gradient descent on (y - Q(¢_j, a_j; 8))%
16) Every C steps, synchronize target network: 8~ « 6.
17) end for
18) end for

SIMULATION PROTOCOL AND EXPECTED OUTCOMES

Because this paper's contribution is a formulation-level extension of the RoDQL clustering model, its performance claims should
be validated empirically before publication; the following protocol is proposed for that purpose.

Baselines for comparison: (i) static weighted-sum CH selection (energy, degree, distance, mobility only); (ii) tabular Q-learning
clustering; (iii) plain DQN clustering without trust; (iv) the proposed TA-RoDQL.
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Metrics to record: average residual energy per round, network lifetime (rounds until first / 50% node death), cluster-size balance
(standard deviation of member count across clusters), routing overhead (control packets per data packet delivered), and attack-
detection rate / detection latency under injected wormhole and grey-hole behaviour.

On the basis of the reward shaping in Section 4.2, TA-RoDQL is expected to (a) maintain higher average residual energy at cluster
heads than the static and tabular baselines, because the learned policy adapts CH selection to changing energy state rather than
applying a fixed weighting; (b) detect wormhole-style misbehaviour faster than schemes that layer trust on after clustering, because
trust is part of the state the agent observes on every step rather than a downstream audit; and (c) produce more evenly balanced
cluster sizes than static weighting, since the node-degree term in the state is continuously re-evaluated rather than fixed at formation
time. These are the specific, falsifiable expectations the simulation protocol above is designed to test.

SECURITY DISCUSSION

The guard-node subsystem gives the trust term in Section 4.1 an independent source of evidence: because guard nodes observe
forwarding behaviour rather than relying on self-reported node state, a compromised node cannot directly inflate its own trust score.
When a node's behaviour deviates enough to fail the trust threshold, the network is notified and the node is excluded from
subsequent CH elections and, where the deviation is consistent with an active attack such as wormhole routing, isolated from the
routing path altogether. Folding this signal into the reward function (Section 4.2) additionally discourages the learning agent from
re-selecting nodes whose trust has degraded, closing the loop between detection and election rather than treating them as separate
stages.

CONCLUSION AND FUTURE WORK

This paper set out a trust-augmented extension of reward-optimized Deep Q-Learning clustering for MANETSs, in which a
continuously-updated trust score, maintained by a guard-node subsystem, is folded into the state representation and reward
function alongside residual energy, node degree, distance and mobility. The extension keeps the MDP formulation and training
procedure of the base RoDQL model but adds a fifth state variable and an out-of-cycle re-election trigger, so that CH suitability is
reassessed as node behaviour changes rather than only at fixed cluster-formation intervals. A simulation protocol with concrete
baselines and metrics has been laid out to validate the expected gains in energy balance, cluster-size stability and attack-detection
latency. Future work includes running the protocol above across varied mobility models and attacker fractions, extending the trust
model to cover collusive multi-node attacks, and exploring a multi-agent formulation in which neighbouring CHs share partial state
to coordinate inter-cluster routing decisions.
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